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Adding Domain Users To The Local
Administrators Group Using Group Policy

Adding AD users to the local administrators group on multiple computers is simple using Group Policy.
In this post I’ll describe the process.

Create a fresh group policy object (GPO) and link it to a test Organisation Unit (OU). Add a test server
to the OU.

Open the GPO and navigate to Computer Configuration → Policies → Windows Settings → Security
Settings → Restricted Groups.

Right click and choose Add Group. If you want to add users to the local administrators group enter
Administrators. In the next window under “Members of this group:” click Add and choose the users to
add to the local administrators group. Note that any users that are currently in the local
administrators group will be removed and replaced with the users you select here. If that is what you
want click OK and close the GPO.
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The second method allows you to add an AD security group to the local administrators group. This
process is additive and users and groups that are currently in the local administrators group are
untouched.

Navigate to Restricted Groups as previous, right click and choose Add Group. This time enter the
name of the AD security group you wish to add to the local administrators group. Click Ok and on the
next screen in the “This group is a member of:” section click Add. Enter Administrators to add the
group to the local administrators group. Click OK and close the GPO to save changes. You can add
additional users to the domain group and they will automatically be part of the local administrators
group on servers that apply the GPO.
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